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IP today is the undisputed enabler for the next generation Services like Voice over IP,
IP-TV, Mobile IP, LTE, Internet and a driver for the transition of TDM services towards
packet as for example standardized in the R4 specification for mobile networks.

IP also enables operators to offer VPN services and to converge their networks build for
different purposes into one IP Backbone which will help to save CAPEX and OPEX.

However, operators following this idea are facing several challenges like:

Separation of user traffic and signaling traffic

Quality of Service

Network and Service reliability

Optimized Multicast
Nokia Siemens Networks, partnering with the two industry leading vendors in IP-routing
technology Cisco and Juniper, has recognized this trend in the industry and therefore
developped its Multiservice IP Backbone solution which addresses these challenges
by compiling, optimizing and testing against the hardest requirements asked by real
time services for the service forwarding and signaling plane.
The main characteristics for the solution are:

Optimized end-to-end latency

Optimized end-to-end jitter to fullfil IP-TV, video and VolP requirements

Low packet loss with less than 10 packets for optimized Quality of Experience
for the voice and video end user

Highest network uptime to achieve 99.999% service availability for guaranteeing
user and signaling traffic flow between MGWs and voice & packet controller
entities

Operation of high revenue services even under failure conditions through
end-to-end Quality of Service network engineering.

The solution can be built using either Cisco or Juniper products.

Beside commercial reasons, Operators are more and more trying to get independent
from a single vendor implemtation in order to lower the risks of complete service
degration by implementing dual forwarding planes build by different vendor’s equipment.

Since Nokia Siemens Networks is following a dual vendor strategy in IP-routing taking
best of breed products of the both partner Cisco and Juniper we consequently
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investigated such a dual vendor Multiservice IP Backbone network build on Cisco and
Juniper core and edge products.

This unique concept of the Multiservice IP Backbone covers the following areas:
Routing Protocols
Virtual Private Networks
MPLS
QoS
Resiliency Mechanisms

Convergence will further drive the need for interworking between different IP vendor’s
equipment.

Nokia Siemens Networks can support this need also for IP-Network consulting, planning
and optimisiation projects as being part of our professional services offering.

Network design rules consider the transport of mobile as well as fixed applications.
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The information in this document is subject to change without notice and describes only the product defined
in the introduction of this documentation. This document is not an official customer document and Nokia
Siemens Networks does not take responsibility for any errors or omissions in this document. This document is
intended for the use of Nokia Siemens Networks customers only for the purposes of the agreement under
which the document is submitted. No part of this documentation may be used, reproduced, modified or
transmitted in any form or means without the prior written permission of Nokia Siemens Networks. The
documentation has been prepared to be used by professional and properly trained personnel, and the
customer assumes full responsibility when using it. Nokia Siemens Networks welcomes customer comments
as part of the process of continuous development and improvement of the documentation.

The information or statements given in this documentation concerning the suitability, capacity or performance
of the mentioned hardware or software products are given “as is” and all liability arising in connection with
such hardware or software products shall be defined conclusively and finally in a separate agreement
between Nokia Siemens Networks and the customer.

IN NO EVENT WILL Nokia Siemens Networks BE LIABLE FOR ERRORS IN THIS DOCUMENTATION OR
FOR ANY DAMAGES, INCLUDING BUT NOT LIMITED TO SPECIAL, DIRECT, INDIRECT, INCIDENTAL
OR CONSEQUENTIAL OR ANY LOSSES SUCH AS BUT NOT LIMITED TO LOSS OF PROFIT, REVENUE,
BUSINESS INTERRUPTION, BUSINESS OPPORTUNITY OR DATA, that might arise from the use of this
document or the information in it.

THE CONTENTS OF THIS DOCUMENT ARE PROVIDED "AS IS". EXCEPT AS REQUIRED BY
APPLICABLE MANDATORY LAW, NO WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT, ARE MADE IN RELATION TO THE
ACCURACY, RELIABILITY OR CONTENTS OF THIS DOCUMENT. NOKIA SIEMENS NETWORKS
RESERVES THE RIGHT TO REVISE THIS DOCUMENT OR WITHDRAW IT AT ANY TIME WITHOUT
PRIOR NOTICE.

This document and the product it describes are considered protected by copyrights and other intellectual
property rights according to the applicable laws.

The wave logo is a trademark of Nokia Siemens Networks Oy. Nokia is a registered trademark of Nokia
Corporation. Siemens is a registered trademark of Siemens AG.

Other product names mentioned in this document may be trademarks of their respective owners, and they
are mentioned for identification purposes only.

Copyright © Nokia Siemens Networks, 2010. All rights reserved.
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Table 1. Document History

List of abbreviations:

AIS
AS
BE
BFD
BGP

BRAS

CE
CS6
DPC
EF
EXP
FPC
FRR
GE
ID
IEEE
IGP

IOS/IOS-XR

IP
IPC
ISIS

JUNOS

LAN
LDP
LSP
MAC

MP-BGP
MPLS
NAUT
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Alarm Indication Signal

Autonomous System

Best-effort

Bidirectional Forwarding Detection

Border Gateway Protocol

Broadband Remote Access Server

Customer Edge device

Class Selector 6

Dense Port Concentrator

Expedited Forwarding

EXPerimental bits

Flexible PIC concentrator

Fast ReRoute mechanism

Gigabit Ethernet

Identifier

Institute of Electrical and Electronics Engineers
Interior Gateway Protocol

Internetwork Operating System for Cisco Router
Internet Protocol

IP Connectivity

Intermediate System to Intermediate System Protocol
Operating system software for Juniper routers
Local Area Network

Label Distribution Protocol

Label Switched Path

Media Access Control

Multiprotocol BGP

MultiProtocol Label Switching

Netact Unified Transport
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NSN Nokia Siemens Networks company
O&M Operation and Maintenance
OPEX Operational Expenditures
OSPF Open Shortest Path First routing protocol
P router Provider router
P2MP Point-to-Multipoint
PE router Provider Edge router
PFE Packet Forwarding Engine
PHB Per Hop Behavior
PIC Physical Interface Card
PIM Protocol Independent Multicast
POS Packet Over Sonet/SDH
PR Problem Report
PSC PHB Scheduling Class
PVC Permanent Virtual Circuit
PW PseudoWire
PWE3 Pseudowire Edge-to-Edge Emulation
QoE Quality of Experience
QoS Quality of Service
RE Routing Engine
ResIP Resilient IP
RED Random Early Detect
RFC Request for Comment
RSVP-TE Resource Reservation Protocol - Traffic Engineering
SDH Synchronous Digital Hierarchy
SPF Shortest Path First
TDM Time Division Multiplex
ToS Type of Service
ToP Timing over Packet
URPF Unicast Reverse Path Forwarding
VFI VPLS Forwarding Instance
VFT VPN Forwarding Table
VLAN Virtual Local Area Network
VPLS Virtual Private LAN Service
VPN Virtual Private Network
VRF VPN Routing and Forwarding table
VRRP Virtual Router Redundancy Protocol
WDM Wave Division Multiplex
Table 2: Acronyms
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The dual vendor Multiservice IP backbone represents an IP/MPLS backbone consisting
of Cisco and Juniper routers. This solution gives answers on protocol interworking,
design aspects and best practice when Cisco and Juniper routers will be used in a
common IP backbone.

This solution also assures interconnection of mobile and fixed operator sites. These
sites interchange IP traffic, which is either control traffic, application traffic or O&M
traffic. Hence, Nokia Siemens Networks delivers a certified solution for end-to-end
connectivity for mobile as well as for fixed IP backbones.

One single IP based backbone serves a variety of purposes

mobile site interconnection (e.g. Layer3 VPN, PWE)

fixed service delivery (e.g. Internet Connectivity, IP Routing)
VPN service delivery, wholesaling (e.g. Layer3 VPN, VPLS)
multicast delivery (IP Multicast, Multicast VPN)

Moreover, IP/MPLS networks make it easy to introduce new services. Along with these
services, new business opportunities arise for communication providers.

Another aspect is traffic growth. The telecom world experiences an unequaled increase
in IP service usage. Also in mobile networks with the advent of LTE (long term
evolution) together with mobile broadband services, more and more IP data must be
transported. All these trends forces IP/MPLS backbones to develop towards higher
bandwidth, for Quality of Service, resiliency and to expand more and more towards a flat
architecture.

A network operator will have the following benefits from this solution.

Driving a two vendor strategy will result in a pricing competition between the
suppliers, which saves operator's CAPEX.

SW and HW bugs will less impact the operator’'s network, because they are limited to
products of one vendor only.

Some products could be preferred in special areas, e. g. operator A prefers Cisco
site switches but Juniper edge routers.

Two already existing IP networks need to be merged because of convergence or
consolidation reasons. The respective interworking questions will be answered.

Moreover consider the upcoming integration of Juniper and Cisco platforms into a single
network management system developed by Nokai Siemens Networks, which is the
NetAct Transport (NAT). This simplifies operation and maintenance of the whole
network consisting of elements from these three vendors.

Copyright 2010 Nokia Siemens Networks. Page 8 of 31
All rights reserved.
Version 1.0



Nokia Siemens
Networks

\\\\“ "

Generally an IP/MPLS network is structured in a very common hierarchical way for
better scalability. It is best practice to distinguish between edge routers (provider edge
router = PE) and core routers (provider router = P). The systematic of CE-PE-P was
originally invented for VPNs, where customer edge devices (CE) need end-to-end
connectivity via an IP/MPLS backbone. Nevertheless it became generally accepted for
its clear role split.

P routers are optimized for throughput performance and high capacity interfaces
PE routers feature many protocols; many interface types and many QoS options. PE
routers or so-called PoPs (Point of Presence) form the entry to the IP/MPLS network.
Here connectivity to the provider's backbone is made available for any Layer 3 or
Layer 2 equipment (e.g. BRAS, mobile site switch, customer edge router = CE).
CE devices feature a clear interface between provider and customer network
This general structure does not prohibit combining certain roles into a single device
(collapsed PE/P or collapsed CE/PE). Furthermore it is also quite possible that provider
and customer belong to one and the same organization.

Especially in mobile networks we see such structure. There the site switch plays not
only the role of a CE device, but often of a PE router, too.

However combining of the roles needs consideration of operational concepts and
responsibilities in the operator’s organistion and has also certain reliability aspects.

Network Structure
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Figure 1: Network Structure
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In parallel to the actual network structure there is a virtual network structure, which
banks on the physical network elements. Several virtual overlay networks exist by the
help of VPNs. These overlay networks form independent routing trees, because its
routing information is contained in the appropriate virtual routing and forwarding (VRF)
routing instances. Consider each single VRF a distinct virtual router with own (sub)-
interfaces and own routing exchange.

The example in Figure 2 shows an IP/MPLS Backbone network owned by Operator A.
This network serves five VPNs. Two of them are dedicated to specific customers B and
C networks. The remaining three have been introduced for traffic segregation reasons.
They reflect the Operator’s own traffic relations between fixed, mobile and converged
sites.

VPN structure
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Figure 2: Example VPN Structure in Operator's AIP ~ Backbone

The network topology will not only reflect geographical and traffic distribution aspects.
Redundancy is another important topic. In order to overcome link or router faults,
networks must be meshed. The higher the mesh degree, the better the network’s
availability: Faulty areas can be bypassed. It is a trade-off between costs and level of
resiliency.

Unfortunately, networks that form a complex single plane mesh are difficult to operate.
Therefore NSN recommends a dual plane topology. Here two parallel planes, without
common elements, are available to reach any remote site in a load balanced fashion.
Network impacts caused by single failures are more predictable (see also chapter 6).
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Figure 3: High Available Network Topologies

The dual vendor IP/MPLS backbone will support the following protocols:
OSPF or ISIS as interior gateway protocol (IGP).

BGP as exterior gateway protocol and MP-BGP as BGP extension in order to support
MPLS based VPNs

LDP as label protocol in order to enable the IP network to forward MPLS traffic and
targeted LDP (tLDP) as enhancement to LDP in order to enable label exchange be-
tween routers that are not direct neighbors

RSVP is a second option for label protocol. RSVP brings additional value by the fast
re-route feature which is a local LSP repair mechanism.

PIM is used for bandwidth economical distribution of Multicast traffic in the dual ven-
dor Multiservice IP Backbone solution. For IP Backbone implementations being build
uniquely with one vendor equipment, Point to Mulitpoint LSPs can be implemented.

For all these protocols, interworking between Juniper and Cisco routers can be
guaranteed.
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Figure 4: IP/MPLS Protocols

OSPF

OSPF will dynamically care for all IP addresses that are backbone internal, such as
router loopback addresses (Router IDs) and interface addresses of PE-P and P-P links.
Therewith backbone routers will get a consistent view on the network. Any reachability
changes inside the network, due to e.g. link faults, will be announced by this protocol.

ISIS

ISIS completely fulfills the same task as OSPF. The choice is open to the network
operator who has in most cases a certain preference due to his current installtions.
However, a discussion regarding the right choice of the Interrior Gateway Protocol might
gain importance in network merging scenarios.

BGP

BGP cares for distribution of external routes. Together with the multiprotocol extension,
BGP will be able to distribute VPN routes. BGP sessions need to be established either
between all PE routers in a full meshed fashion; or one can also introduce a BGP route
reflector (RR). A RR holds one single BGP session to each PE router.

LDP

LDP will dynamically assign labels to any known IP destination. These destinations are
learnt from the IGP routing table.
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RSVP

RSVP will dynamically assign labels to specific IP destination. It can be used for
bandwidth reservation as well as for additional fast link or node protection (MPLS FRR).

PIM

PIM Sparse Mode (SM) or PIM Source Specific Multicast (SSM) is used for providing
the multicast tree from the source to receiver by using the reverse path forwarding
concept. PIM relies on the implementation of OSPF and ISIS.
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Virtual Private Networks are overlay networks. They use the common provider IP/MPLS
backbone infrastructure in order to achieve reachability between designated private
sites. There are different types of VPNs. Sometimes the provider backbone is heavily
involved (Layer 3 VPN), sometimes not at all (IPSec tunnels between CE devices).

The next two chapters concentrate on the VPN cases where provider involvement

exists. These are Layer2 VPNs and Layer3 VPN. Furthermore these are the cases,
which are commonly used in today’s IP/MPLS backbones.

Layer2 and Layer3 Virtual Private Network (VPN)
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Figure 5: Provider controlled Virtual Private Netwo rks

Layer2 VPNs require signaling and transport between PE routers. The dual vendor
interworking concentrates on LDP LSPs as transport mean and on targeted LDP
sessions for signaling according the Martini-Draft. Two kinds of Layer2 VPNs are
heavily used: Pseudowires (PWES3) and virtual private LAN service (VPLS).

Pseudowires are point-to-point Layer2 VPNs. They will be used for ATM, Frame Relay
or Ethernet connections to be transported over an IP/MPLS networks.

A VPLS emulates a multipoint Ethernet LAN. VPLS supports one-to-many (multicast),
one-to-all (broadcasts) and one-to-one (unicast) Ethernet connectivity.
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Pseudowires (PWES3)

There is also different naming for such VPN service. Cisco often calls it AToM (Any
Transport over MPLS), whereas Juniper talks about Layer2 Circuits. Nevertheless the
underlying concepts are similar and interworking is feasible.

Routing protocols assure VPN resiliency in case of link or node failures. They care for
fast re-establishment of the targeted LDP sessions between PEs. Nevertheless there
are situation where these resiliency measures are not enough. Assume e. g. outages of
PE routers itself or of CE-PE links. To overcome such failures consider CE switches
connected to two PE routers.

One PE router is served by a primary pseudowire, the other PE by a backup
pseudowire. Once the primary pseudowire is detected faulty, the backup pseudowire
gets active after a configurable delay time. This delay time shall avoid flapping between
pseudowires, especially when short pseudowire interruptions could have been handled
by IGP itself.

Pseudowire (point-to-point Layer2 VPN)
Dual Plane Setup

Flana A Links
- — Inter-Plane Links

e P'lanie B Links

Only one of thetwo
backup Pseudowires
g=t = adtive depending
on which PE fails.

Figure 6: Pseudowire (with backup in a dual plane b ackbone)
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Pseudowire (point-to-point Layer2 VPN)
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X Mﬁ Orly one of the twe
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Figure 7: Pseudowire (with backup in a single plane backbone)

Virtual Private LAN Service (VPLS)

On Cisco platforms VPLS is supported on all ISE and SIP cards. EXP classification is
done by output policies.

On M-Series, enhanced FPC (M-series) or DPC (MX) line cards support VPLS. Working
with other cards requires a Tunnel Services PIC to support VPLS. To configure VPLS
on a router without a Tunnel Services PIC, include the “no-tunnel-services” statement.
This statement will also attach a default EXP classification for VPLS traffic — which
saves QoS configuration effort.
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VPLS (multipoint Layer2 VPN)
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Figure 8: Virtual Private LAN Service (with tLDP fo  r signaling — dual plane backbone)

VPLS (multipoint Layer2 VPN)
Single Plane Setup

Ewery PEhas atargeted LOP LEFPto
remote PEs [in case of inter-connecting
co-locgted PEs use peering pairs, e.g.
FE1FEZand FEZFE4]. All inwolwed FE=
take pat in one common YPLES domain.

Badkbone Links

Figure 9: Virtual Private LAN Service (with tLDP fo  r signaling — single plane backbone)

The use of aggregated Ethernet interfaces between CE and PE will enhance availability.
BPDUs (Bridge Protocol Data Units) are allowed to pass the VPLS domain. Therefore
end-to-end spanning tree protocols can be used to avoid loops in the VPLS domain.
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Remember the network structure with CE and PE routers. A Layer3 VPN will
interconnect CE routers from several sites (at minimum two). CE routers are unaware of
any VPN mechanisms inside the IP/MPLS backbone. CE routers forward IP packets
and need no MPLS functionality.

A Layer3 VPN operates with its own routing information. It is stored in a VRF instance
completely separated from all other routing information - like other VRF instances or the
provider’s global routing tables.

All VPN members (= interconnected CESs) will have to learn routes from each other.
They will not exchange routing information directly — but with their neighboring PE
routers. This happens either statically or dynamically.

PE routers in turn use BGP to care for VRF information exchange (according RFC 4364,
which obsoletes well-known RFC 2547). This is a very scalable and favorable method,
as BGP is optimized for distribution of large route tables and copes with overlapping
address space. Just to be exact, VPNs require the multiprotocol extension of BGP (MP-
BGP).

Layer3 VPN

BGP Route Reflector

CE
i - . ._-" E ~F'w,
. L:],-'r-a.n-,_ F:a.liel__.- L e FE CE
ERFUG PR Bchmnge e T -
LT 4 =
; Static or Dynamic
Route Exzhanges
i)
CE

v Route Bxchange

Flane A Links
For transport of %PH traffic, Inter- Plane Links
the Existing IFiMFLS — ' lane B Links

infrastructure is used.

Figure 10: Layer3 VPN

Resiliency

Best resiliency can be achieved when CE routers are multihomed to two PE’s. These
PE’s can either be co-located in the same building or - even better - at different
buildings. Both cases assure two independent entry/exit points into the IP/MPLS
backbone network.
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Static routing or BGP on CE-PE link

To simplify the connectivity between CE and PE router, a static route may be configured
in CE and PE. When multiple networks are connected to the CE they may be advertised
using BGP (to be concrete: external BGP) to PE router. This is the most scalable
solution for the PE router when multiple VPNs are used. A BFD session may be set up
between CE and PE to give added protection against link failures which do not
immediately result in loss of light. The BGP session is set up locally between the two CE
and PE devices, and it distributes local VPN routes between CE and PE only. This
external BGP is independent from MP-BGP sessions which are used to carry VPN
routes through the IP/MPLS backbone. Those are configured between all the PE routers
in the whole IP/MPLS backbone.

Dynamic routing with OSPF on CE-PE link

Alternatively, OSPF may be set up between CE and PE. This is a good solution when
only one or few VPNs are used. The OSPF is set up locally between the two CE and PE
routers. MP-BGP carries the routes between the PE devices over the IP/MPLS
backbone.

This section provides an overview of the recommended ways to connect the NSN site
switches to the Cisco or Juniper PE devices. Site switched play the role of CE devices.
The strict QoS, resilience and security requirements that apply for Site Connectivity
Solutions also have to be implemented at the CE-PE interface. The general solution is
outlined in Figure 11.

Note, that in small networks CE and PE functionality can be combined in a single pair of
Layer3 switches. For such a collapsed CE-PE architecture the discussion in this chapter
does not apply, since VLANSs are directly mapped into VRF instances. No routing
exchange is needed between CE and PE roles.

Figure 11: CE-PE Connectivity for Core Elements

Copyright 2010 Nokia Siemens Networks. Page 19 of 31
All rights reserved.
Version 1.0



Site switches connect to the PE devices using optical GE or 10GE links. For traffic
separation, virtual routing functions in both CE and PE are used. For example, control
plane and user plane VLANs of the MSS/MGW equipment are carried in separate VPNs
(VRFs). Multi-VRF CE feature is used to transport the traffic inside the VPNs over the
CE-PE link.

As the CE and PE typically reside on the same site it is highly recommended to
overprovision the CE-PE links. This simplifies the network design and allows focus on
the QoS design on the MPLS backbone.

Single CE versus multiple CE

The use of dual CE allows totally independent operation of primary and secondary
connections. State of the art CE devices have duplicated data and control plane
modules in one chassis. The use of dual CE offers additional protection against
software failure and operational mistakes. With two devices also upgrade procedures
are easier as traffic can be moved to the second device before software is upgraded or
hardware is replaced. The downside of the dual CE is increased maintenance cost and
additional configuration effort.

Single VPN or multiple VPN

For operators with limited experience with multiple IP networks (i.e. VPNSs) or general
purpose IP backbones, the design with a single flat IP address space is suggested. The
flat IP address space design allows easy interconnection between all services. This
simplifies initial design and network setup. In the long run additional filters and/or
firewalls are needed for protection between the different applications like signaling,
voice and WWW browsing.

When multiple VPNs are used, applications may use overlapping address spaces. Also
VPN specif security policies may be applied.

How to advertise IP networks used in core elements

Typically NSN core elements do not use dynamic routing protocols to advertise used
networks. Static/connected routes toward the CE or default gateways are used.
Elements with dynamic routing capabilities can advertise local networks using eBGP or
OSPF.
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IP Multicast

In IP multicast, the PIM sparse-mode is very common and well suited to the internet
where frequent joins and prunes are common. It works with rendezvous-points, which
are responsible for forwarding multicast data from several multicast sources to the
receivers.

Multicast requests enter the IP/MPLS backbone by two possibilities. Either IGMP
request (IGMP = Internet Group Management Protocol) will enter the PE router at one
of its edge interfaces from Layer2 devices. Or PIM joins are coming from Layer3
equipment connected to PE routers.

In both cases the PE router will have to check for the requested multicast group.
Assuming that this multicast group is already available at the PE, it will only add the
requestor’s interface to the list of multicast group receiver interfaces. Then multicast
group traffic will be forwarded to that interface, too. In the other case, when that specific
multicast group is not available at the PE, it has to find out where to get it from. This will
happen by an RPF check for the rendezvous-point router. Then a PIM join message is
sent there for that specific group. After reception of that message, the rendezvous-point
will start forwarding multicast data on that interface.

PIM based multicast traffic will not be transported in MPLS. Therefore multicast packets
are classified by its DSCP values which are part of the IP header.

The NSN Multiservice IP Backbone solution provides design rules and concepts to
protect the full mulicast delivery chain: the multicast source, the first routers connected
to the source (the so called source router) and the client/host facing PE routers.

Usage of BGP (optional)

The usage of BGP will add a little change to the PIM concept. Instead of PIM sessions
to neighboring routers, PE routers will form BGP sessions between each other. This will
control the multicast delivery. Moreover, it allows configuring a multicast topology
different from your unicast topology. Hence greater control over the network utilization
will be the result. Moreover it gives you the opportunity to run multicast in a specific VPN
only.

BGP signaled multicast traffic will be transported in MPLS. Therefore multicast packets
need DSCP to EXP mapping.

Copyright 2010 Nokia Siemens Networks. Page 21 of 31
All rights reserved.
Version 1.0



Services need protection from unavailability in case of single failures in the network. Any
service, apart from best effort services (BE), shall experience as little interruption as
possible.

Network availability is crucial for service availability. Therefore the network must be as
resilient as possible. One important aspect in that regard is the network’s topology (see
chapter 2.1.2). There the concept of a dual plane network has already been discussed.

Figure 12: Dual Plane Topology

In a high available network topology, there must exist at minimum two independent
ways end-to-end. Hence any single point of failure could be bypassed. But this is only
the basic requirement for resiliency. Two additional aspects play an important role: Fast
failure detection and protocol convergence. Both jointly are responsible for the speed of
failure handling.

Protocol convergence is reached when protocol’s network view is similar to the real
network status. Then, and only then, correct traffic forwarding can be assured.
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Figure 13: Failure Handling

Several possible failure cases can be distinguished. The serious ones affect the traffic
either on a link or on a complete router. So - in the following - link failures, P failures and
PE failures are discussed.

Link Failure

Link failure mitigation considers all possible network links between CE-PE, PE-P and P-
P. These network links can be realized by any transport technology such as Ethernet,
POS, DWDM, ATM. Backbone links are point-to-point links whereas CE-PE links can
also be shared media links e.g. Ethernet links for L2VPNs.

First, a link failure needs to be detected by the router. Afterwards the router will react
and start the routing convergence process. There are different methods for link failure
detection. The easiest and most common detection trigger is a port down alarm. This
will cause the router directly to start failure handling mechanisms. Another very fast and
common case is the reception of underlying transport protocol alarms like AlS, RDI,
LoP, and LoS.

In some cases, where neither a port down alarm nor a transport protocol alarm will
appear, the router has to rely on its own inherent supervision mechanisms. Various
protocol hellos - available for LDP, RSVP, OSPF, ISIS, and BGP - monitor the
reachability between routers. Some of them can be tuned to subsecond detection others
not. All of them create additional CPU load on routing engines. Therefore a very good
solution is another protocol: Bi-directional Forwarding Detection (BFD). It does not run
on routing engines but on line cards. It commonly triggers all relevant protocols in case
of missing a configurable number of consecutive BFD hellos.
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An important feature is synchronization between IGP and LDP. In case a link coming
online (again), and the IGP selects this link for MPLS forwarding, but no label
information is available, data will get lost (black holed) until the LDP protocol has
converged. This is avoided by activating the IGP-LDP synch feature.

PE failure

The main idea is to connect any CE device to two independent PE routers. This is an
important pre-requisite for service continuity. But further engineering is needed in order
to assure fast recovery.

By help of BGP nexthop trigger, a RR will discover that a PE router is gone offline. This
feature, when running on the RR, will accelerate the BGP convergence process. The
RR will inform its client, which will delete this BGP nexthop from its routing tables. From
this moment onwards, the PE routers use the backup BGP nexthop for those specific
routing entries.

A PE failure will also have influence on CE device pairs. Traffic flows need to be
redirected. This is triggered by port down alarms or protocol alarms.

P failure

A P router is not involved in BGP nor does it contain VPN information. It is only aware of
IGP information and the derived label information provisioned by LDP. So any P router
failure will affect IGP and LDP convergence just like link failures do. Therefore a P
router failure will also be managed by the same measures as link failures, so please see
above.
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Service quality is an end-to-end experience. That's why QoS handling must be
comparable in all involved HW and SW (IOS, IOS-XR and Junos).

The assurance of a service’s quality will be done by QoS mechanisms. These measures
have to be consistent end-to-end in order to achieve determinable effects.

There are two general approaches for QoS which are DiffServ and IntServ. Router
suppliers favor DiffServ as the more scalable and less complex method. Moreover,
admission control and resource reservation methods can be built on top of it. Therefore
the QoS mechanism of choice nowadays is DiffServ (Differentiated Services).

DiffServ is a hop-based traffic handling with packet classification, packet scheduling and
packet marking. Classification distinguishes services into forwarding classes. This
process supervises incoming packets and assigns appropriate handling (per-hop
behavior = PHB) — which is later effected by the scheduling process. Packet marking
will prepare proper classification in all succeeding hops.

Figure 14: Overview on QoS Features

Every service requires a certain specific minimum quality level for satisfying delivery.
Some applications are less demanding than others. For example, an FTP transfer will
be most disturbed by packet loss but not by high packet jitter values.

The following tables Table 3 and Table 4 give an overview about mobile service
requirements and fixed service requirement.

Traffic type Requirements for the IP/MPLS backbone

Conversational Delay 30-40 ms (without packetization) jitter 10 ms.

user plane, Delayed packets are useless. With a well engineered radio network services
voice, interac- should survive a 1% packet loss for audio and 0.3% packet loss for video in
tive video the IP backbone. Under normal conditions the IP backbone should not drop

any packets.

Control proto- 100 ms delay (affects throughput and failover). Packet loss should be lower
cols, urgent than 0.1%.
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0O&M, streaming

Interactive traf- | Application dependent, Connections should not be starved.
fic, Non-urgent
O&M

Other traffic Mostly self clocking

Table 3: Mobile Service Requirements

Traffic Type Requirements for IP/MPLS backbone

Voice delay <150ms, jitter <15ms

Delayed packets are useless. Packet drop rate depends on voice codec, but
can be rather high (<1%)

IPTV (Internet Delay and jitter depend very much on the application and end device (size of
Protocol based buffer). Values of <150ms for delay and <50ms for jitter seem reasonable.
Television)

Packet dropping shall not be more than 0.004 packets per seconds for SDTV
and 0.0005 packets per seconds for HDTV

VoD (Video on Delay and jitter depend very much on the application and end device (size of
Demand) buffer). Values of <500ms for delay and <50ms seem reasonable.

Packet dropping shall not be more than 0.004 packets per seconds.

o&M Delay <100 ms, jitter is not important

Packet loss should be lower than 0.1%.

best-effort Delay, jitter and packet loss values will not be guaranteed.
Internet

Table 4: Fixed Service Requirements

Classification happens at router’s ingress and determines the packet’s further handling.
Classification either relies on service’s code-points (such as DSCP values, 802.1p
values, IP precedence values, MPLS EXP values) or on packet header fields (such as
IP addresses or TCP/UDP ports). The first is called behavior aggregate (BA) the second
multifield (MF) classification.

It is assumed that most commonly, traffic from fixed and mobile network elements will
carry correct DSCP values — which will be examined by the PE router (BA
classification). In case packets do not carry any service code-point or their code-points
cannot be trusted, packets will fall into default handling (BE = best effort) or are
separately classified by packet header fields (MF classification).

Mobile and fixed traffic classes can be integrated into one common classification model
(see Table 5). The model also defines the traffic’s per-hop behavior (PHB). The term
per-hop behavior (PHB) is used to describe the packet's handling inside the router. A
PHB value can be derived from DSCP values (according RFC 3246 and RFC 2597).
Thereby it is common practice to group different traffic classes into supersets of PHB
values (e.g. AF4x which stands for AF41, AF42 and AF43).
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MPLS
. . . ' DSCP EXP PHB
Mobile Traffic Fixed Traffic (decimal) | (deci (grouped %)
mal)

Network Control Service Class | Network Control 48 6 Cs6
User Plane (conversational, Voice, Video Teleph-

. ) . 46 5 EF
voice, interactive video) ony
Control plane and signaling MGCP, H.248 34 4
Charging traffic - 34 4

AF4x

Urggnt O&M i 34 4
traffic
User Plane VoD, IPTV 36 4
(streaming)
Interactive Traffic Handling

o - 28 3
Priority 1
Interactive Traffic Handling i 20 5
Priority 2 AF1X, 2X,
Interactive Traffic Handling 3X

0 - 12 1
Priority 3
Non-urgent O&M traffic 0O&M, Business Data 10 1
Background Internet 0 0 BE

Table 5: Converged Classification Model

In MPLS, when PHB determination is effected by EXP values, one talks about the
concept of E-LSP (EXP-inferred-PSC LSP) described in RFC 3270.

According the converged classification model from the above chapter, DSCP values
involve equivalent values in MPLS EXP. This has to be respected at the network’s edge.
Here IP traffic enters the PE router, but MPLS traffic leaves it. So, a correct mapping
(i.e. aligned to IP/MPLS backbone markings) from DSCP to EXP is needed. This is also
true for VPN traffic.

MPLS VPNs start at the ingress PE router and terminate at the egress PE. The ingress
PE must assign proper EXP values, according to the provider’s classification model. P
routers will classify MPLS frames based on that EXP values. Egress PE routers will
deliver IP traffic, without EXP values. The VPN traffic itself should remain unchanged,;
any service code-point (DSCP, 802.1p) shall be kept. Sometimes this kind of IP to
MPLS mapping model is called a pipe model®.

! see RFC 3270 ,MPLS Support of Differentiated Services* chapter 1.1 where PHB are grouped into PHB
Scheduling Classes (PSC)
% see RFC 3270 and Cisco Document ID: 47815 ,DiffServ Tunneling Modes for MPLS Networks*
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Figure 15: IP to MPLS mapping example

In short, the pipe model leaves IP to MPLS mapping up to the backbone provider. And
all IP markings (DSCP or IP Precedence value) remain untouched. The proposed IP to
MPLS mapping follows a simple rule. EXP values are derived from the ToS field of the
IP packet. There, the IP precedence part (first 3 bits) is taken and copied to the EXP bits
in the MPLS header.

DSCP Precedence |EXP
0-7 000 000
8-15 001 001
16-23 010 010
24-31 011 011
32-39 100 100
40-47 101 101
48-55 110 110
56-63 111 111

Table 6: Proposed IP to MPLS mapping

Cisco and Juniper routers can be configured to realize this rule. Cisco IOS uses policy-
maps, whereas JUNOS works with CoS (Class of Service) rewrite rules.
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With scheduling processes, one determines several traffic parameters like:

traffic rate (bandwidth)

traffic delay (latency)

traffic jitter (delay variation)

traffic priority (packet loss)
Starting from the classification model (see PHB values in Table 5), traffic types are
mapped to outgoing queues. Below in Table 7 please see an example queue model,
where forwarding classes are mapped to router queues. Four to eight different queues

are regarded as most sensible. The example below proposes four queues mainly
because of simplicity (a possible 8 queue model is also introduced).

PHB Cisco Juniper 8 Queue Outgoing MPLS
(grouped Queues Queues Model EXP Value
according
RFC 3270)

R 7 111
NC Regular 3

6 110

EF Priority 1 5 101
AF4x Regular 3 4 100
AF3x 3 011
AF2x Regular 2 2 010
AF1x 1 001
BE Regular 0 0 000
* Routing-Protocols are same or less demanding than AF4x traffic types. It is
common practice to use the same queue for both.

Table 7: Proposed Queue mappings

Queues will be selected according to traffic requirements. Some additional configuration
is needed especially for rate and buffer size. The rate value depends on the expected
traffic mixture in the network, and therefore must be set according the operator’s needs.

The buffer size will have influence on packet loss, jitter and delay. For example, a voice
packet is better dropped than delivered too late. Hence, the buffer has to be small in
order not to exceed jitter and delay constraints.

Additionally a standard RED drop profile shall be used for queues with TCP traffic. This
will avoid so-called global synchronization. It occurs when many TCP sessions
experience drops and simultaneous restarts to increase the TCP window size.
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In order to keep the packet network stable the routers have to be treated with the same
caution and respect as traditional TDM transport devices. As traditionally the operator
voice and data network have been operated by different organizations and managed by
different OSS systems it may be necessary to develop new operational procedures for
the new consolidated backbone.

NSN is providing a network management solution for the backbone transport network
and its integration to the overall NSN network operations support solution, the NSN
NetAct Framework. The NSN solution gives operators and service providers complete
tools to support end-to-end processes of operating and developing the whole service
platform.

NSN NetAct supports multi-vendor environments. By applying a set of industry standard
technologies, the various network elements can be integrated into the NSN NetAct. The
priority order and scheduling of this support are determined on a case-by-case basis.
Customer projects are then set up to define and implement the multi-vendor
management solution.

NSN'’s Multi-Vendor Integration solution provides the tools, consultancy and support
required to integrate 3rd party elements, management systems or applications into the
NSN NetAct. In addition the solution facilitates the integration of the NSN NetAct into
higher (3rd party) management systems if required.
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Security is a fundamental feature and has several dimensions. Security measures will
not only accomplish data integrity and traffic segregation. Also protection from
unauthorized access to any network element as well as protection from service attacks
must be assured.

Routing messages are authenticated between routers. Unauthorized access to
routers is blocked and logged.

Traffic is segregated for data integrity by separate interfaces, VLANs and VPNSs.
Customer routes are kept separately from each other.

Packet filtering as well as firewall features at network edge is supported on JUNOS
and IOS/I0S-XR

IPsec tunnels are transparently transported via the IP/MPLS backbone
QoS mechanisms minimize effects of Denial-of-Service attacks

Unicast reverse path forwarding disallows address spoofing
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